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CCTV Scheme

Derry~Londonderry 

Code of Practice

This Code of Practice describes how the CCTV Scheme will be managed and what procedures will operate.  

Section 1 - Purpose, Objectives and Compliance

1. Purpose Statement

1.1
Our purpose is to create a safe and secure environment for all of those who visit, live, work and do business in Derry-Londonderry city centre by:

· reducing the fear of crime and reassuring the public

· helping to prevent crime

· deterring and detecting crime

· helping to identify, apprehend and prosecute offenders

· providing evidence for criminal and civil action in the courts

· helping maintain public order

· assisting in the management and policing of large-scale events

· providing assistance to emergency services

· assisting in improving the town centre environment

1.2
CCTV surveillance will not be used:

· to invade the privacy of individuals

· to surveil the interior of private premises

· to harass and intimidate any individual or group

2. Guiding Principles

2.1
In pursuing our purpose we are committed to the highest standards of professionalism and integrity with regard to safeguarding individual rights and privacy and to the standards set out in this Code of Practice.  All those who own, manage, operate and audit the system are committed to the full implementation of the Code both in the letter and the spirit. 

3. Objectives

· To reduce vandalism

· To reduce street crime and public disorder

· To detect, prevent and reduce the incidence of violence against the person, vehicle theft , shoplifting and burglary in the city centre

· To enhance business confidence in and commitment to the safety and security of the city centre

· To reduce the incidence of anti-social behaviour

· To enhance public perceptions of safety in the city centre in the day and at night

· To prevent and respond effectively to harassment of any kind, especially sectarian harassment 

· To prevent and respond effectively to harassment, especially racial or sectarian harassment
4.
Data Protection

4.1 The Derry-Londonderry CCTV Scheme is registered with the Data Protection Registrar. Our monitoring procedures
· Are fully and continuously compliant with the legal requirements of the Data Protection Act 1998
· Adhere to the higher standards set out in the CCTV Code of Practice (Data Protection Commissioner, Version 2, March 2008)
· Review and if necessary implement any and all changes in the Code of Practice that may arise from the Human Rights Act 1998 which came in to force in October 2000
· Are totally transparent in all aspects beyond the requirements of any existing or future Acts of Parliament or Codes of Practice 
· Will provide Subject Access where appropriate, by completion of Subject Access Request Form, Appendix 1.
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Section 2 - Ownership and Management

5.
Responsibilities of the Owner

5.1 The owner of the scheme is: City Centre Initiative Ltd.


Email: office@cciderry.com
6.1 Correspondence address:

City Centre Initiative Ltd.
10/11 Craft Village

Derry-Londonderry

BT48 6AR
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7.
Management of the System

7.1 The CCTV Sub-Committee is responsible for the overall management of the system.  Day to day operation will be sub-contracted to:

USEL LTD

182-188 Cambrai Street

Belfast 

BT13 3JH

8.
Public Information

8.1   Information should not be used for any purpose that has not been disclosed to the public.
8.2  People should be aware that their image is being recorded

8.3  Cameras should not be hidden

8.4   Signs that CCTV is operating in a specified area should be displayed at key points

8.5  Signs should identify City Centre Initiative as the owner by name and address

8.6  Signs should not misinform about the extent of camera operation nor about the periods of time in which the Scheme is functional

8.7  The Code of Practice should be available on an appropriate website.
9.
Residential Areas of City Centre

9.1  Monitoring Staff must attend training on privacy issues raised by observation in residential areas

9.2  Monitoring Staff must be required to sign an appropriate confidentiality agreement
Section 5 - Monitoring and Evaluation

10.
Assessment of the Scheme and Code of Practice

10.1 The assessment process put in place by the CCTV Sub-Committee must achieve a number of objectives:

· ensure compliance with the code of practice

· provide reliable and independent information about the performance of the scheme to the public and to those investing in the scheme

10.2 The assessment process will have two main features:

· ongoing monitoring of the Code

· periodic independent inspection

11.
Ongoing Monitoring

11.1
It is CCI Ltd.’s  responsibility to ensure that the Code of Practice is being monitored on an ongoing basis in order to ensure that any operational problems are resolved quickly.  

Section 6 - Complaints and Incidents

12.
Complaints

· The complaint should be addressed to the designated officer and handled with promptness and efficiency.
13.
Breaches of the Code including Security

13.1 Prime responsibility for the code of practice and for security rests with City Centre Initiative.  This responsibility includes ensuring that breaches are investigated and remedied.

14.
Dealing with Incidents

14.1 In the event of an incident being observed the Monitoring Manager/CCTV Operator (designated by the Monitoring Manager to be on-duty at that time) will link with the view-only monitor in the Control Room of Strand Road Police Station.  The Monitoring Manager/CCTV Operator will maintain audio contact with the Control Room.  The Monitoring Manager/CCTV Operator will retain control of monitoring throughout.  The principle should be that viewing by the police takes place only when necessary and not as a matter of routine.  The Monitoring Manager/CCTV Operator will decide when the view-only facility should be extended to the Police.
15.
Police Contacts and Use of the System

15.1 Relationships between control room staff and the police should be conducted strictly in line with the code and should not be exceeded informally in any circumstances.  The different roles and responsibilities of the staff and the police must be explicit.  Public confidence in the scheme will rely substantially on the integrity of this part of the CCTV System.

15.2 Police Liaison Officers should be designated and identified by the police.

15.3 A Senior Member of the Control Room Staff should be designated as liaison by the Monitoring Contractor.

15.4 All telephone calls to and from the police should be recorded in the control room occurrence book, including the officer involved, purpose of the call and the outcome.

Section 7 - Operating Procedures and Control of Cameras 

16.
Guiding Principles

16.1 The operators of the cameras will act with utmost probity at all times. 

16.2 Every use of the cameras will accord with the purposes and key objectives of the scheme and shall comply with the codes of practice and procedural manual. 

16.3 Cameras will not be used to look into residential private property 

16.4 Operators should beware of exercising prejudices which may lead to complaints of the scheme being used for purposes other than those for which it is intended.  Operators will be required to justify their interest in or recording of any particular individual, group or property.

17.
Primary Control

17.1 Only trained operators with responsibility for using the equipment housed within the CCTV monitoring station will have access to the operating controls within that room. Operators will have primacy of control at all times.

18.
Secondary Control
18.1 Under no circumstances will the recording of any information gathered from the CCTV scheme take place other than the CCTV monitoring station. 

18.2 A facility will be installed in the Communications Centre at Strand Road Police Station for use by trained personnel.  

18.3 In the event of an incident being identified by the CCTV Operator designated by the Monitoring Manager to be on-duty at that time, he/she may grant to the Police a link to the relevant camera for viewing purposes only. Alternatively the police may request a link to a specific camera.  The CCTV operator on-duty will decide whether to grant a link.  The CCTV operator on-duty will retain control at all times. 

18.4 Police access will be bound by provisions under the Regulation of Investigatory Powers Act 2000 and the Data Protection Act 1998.   Access will reflect the purpose and objectives of the scheme as outlined in this Code of Practice.  The practical workings of this will be included in quarterly reports, annual reports and other monitoring and evaluation activities.

18.5 Whenever a link is granted to the police the CCTV operator will record details of both the request and subsequent usage in the daily occurrence book. Details recorded will include the identity of the person making the request, the time and duration of the viewing by police, the camera concerned and brief details of the purpose. As soon as viewing by police is no longer required the CCTV Manager will cease the link. 

18.6 Viewing by police will not take place as a matter of course or for prolonged periods. The Superintendent of Police is responsible for ensuring compliance with the code of practice and procedural manual at all times. 

19.
Access to and Security of Control Room and Associated Equipment

19.1
Authorised Access

Only those employed and trained as CCTV operators or any person authorised by the DATA Controller or a Director of CCI to do so will operate any of the equipment within the CCTV monitoring room. 

19.2

Public Access 

Public access will be prohibited except for lawful, proper and sufficient reasons and with personal authority of the Monitoring Manager. No visit will comprise of more than 6 people and will only take place with the prior knowledge of the CCTV operator. Visitors will always be accompanied by an appointed liaison officer who is not a CCTV operator. Although the visit will take place in the presence of an operator she/he is not expected to take responsibility for such visits but will record the visit as follows:-

· Time, date and duration of visit

· Details of liaison officer

· Names and status of visitors 

· Purpose of visit 

19.3

Authorised Visits

Visits by authorised independent inspectors and auditors may take place at any time, unaccompanied and without prior warning. However these visits will be recorded in the manner described above. 

19.4

Security

An authorised operator must be present at all times when the equipment is in use. If the monitor room is to be left unattended for any reason it must be securely locked.


19.5
Occurrence Book

A control room occurrence book will be maintained by the CCTV operators.  Each day, beginning at midnight, will be the subject of a new page which will include all occurrences within the room, including all visitors, operator on/off duty times, telephone calls, audits and maintenance visits. 

20.  Emergency Procedures
If for any reason the monitor room has to be evacuated all staff will act in accordance with local instructions. 

The Monitor room is to be secured and any operations or procedures ongoing at the time of evacuation should be abandoned.
20.3
On returning to the room all systems should be checked to ensure they are in working order.  An appropriate entry should be made in the control room occurrence book.

21.
Fault Reporting Procedure

21.1
The CCTV operator will be responsible for the reporting of faults which manifest themselves in any equipment housed within the CCTV monitoring room or any associated equipment located elsewhere, including cameras and secondary monitoring equipment.  The following procedure will apply: -

· Identify the fault.

· Complete the record of fault, maintenance and service form.  A separate form must be used for each fault.

· On rectification of the fault and when carrying out routine servicing the engineer will endorse the relevant sections of the form.  In the event of subsequent visits all information must be included on the form.

· In the event of a fault occurring in any other equipment which is not the responsibility of the maintenance contractor (e.g. telephone, radio, lighting) the appropriate authority will be contacted by the CCTV operator.
22.
Communication Links 

22.1 The CCTV monitor room will have the following methods of communications.
· Radio - Direct contact with shops, shopping centres and Pubs using Radio-Link system
· Telephone - Direct lines to Police Control Room
· Email

Section 8 - Recording and Retention Policy
23.
Recording Policy

23.1 Images from every camera will be recorded 24/7
23.2 Images from selected cameras will be recorded at the discretion of the CCTV operators on a further DVR (Digital Video Recorder) which will allow a ‘film story ‘to be created by recording these camera images sequentially. 
23.3 Hard Disk recorders will retain the data for the minimum duration of  31.  Every effort will be made to manage recording to ensure that no more than 40 days of data is retained. 
24.
DATA Retention

24.1
  Hard Disc data will be retained for a period of between 31 and 40 days. This data will be overwritten by re use of the hard disk for recording new data. 
25.
RECORDED DATA
25.1

Random Viewing

Access to recorded data should be restricted to nominated members of staff. Data will be reviewed randomly to ensure proper working of all equipment and compliance with all sections of this Code of Practice. Data that is known to be evidential is specifically excluded from this section on ‘random viewing’.
25.2

Directed Viewing

Access to recorded data should be restricted to nominated members of staff.

On receipt of a request from the Data Controller, Deputy Data Controller or Police Officer a designated employee may review sections of recorded data to ensure that the request is warranted, the request is legitimate and access is warranted.

26.
Evidential Data/CD’s/DVD’s 

26.1
 All requests for access by Police personnel to view a recording are to be made to the CCTV Monitoring Manager, see Appendix 6, who should satisfy him/herself that the request is legitimate and warrants access being provided.

26.1 In the event of a police officer requiring recorded data for evidential purposes the following action will be taken:- 

26.2 Data downloaded from the Hard Disk will be produced on 2 Discs. These will be marked and exhibited. One disc will be placed in a sealed Case and will remain in secure storage within the monitoring station. An entry which includes a brief description of the contents will be made in the appropriate register.

26.3 Upon request, continuity of the CD/DVD will need to be proved by way of a statement of evidence from the CCTV operator.

26.4 The police officer requesting the CD/DVD becomes responsible for treating the CD/DVD in the same way as any other documentary evidence.

26.5 All requests for access by Police Ombudsman personnel to view a recording are subject to the same procedures from 32.1 to 32.7.  They also submit a formal request (Appendix 7).

27.  Maintenance 

The maintenance of the system in its entirety is the sole responsibility of the OWNER.  A log of all requests for service and subsequent results will be maintained in the CCTV monitoring room.

Section 9 - Design and Equipment

28.
Control Room Design and Equipment 

28.1 The control room will conform to BS 5979 or equivalent.
Section 10 - Technical Arrangements

29.
Camera Requirements 

29.1 Picture Quality/Content:
Factors Required To Achieve Success:-

· Overall view of scene.

· Clear view of suspect's body language to identify potential problems.

· Ability to follow progress of a target.

· Clarification of actions e.g. is the suspect using a key/implement?

· Ability to show vehicle/facial detail for evidence of identity.

· True colour.

· Real time.
30.  Performance Guideline Figures 

These guidelines have been established by the Police Scientific Development Branch (PSDB)

30.2
Guideline figures relate to the image height of a standing man defined using the ‘Rotakin’ standard test target 1.6 metres high.  When the image of ‘Rotakin’ fills the screen vertically, the image height is said to be 100%R. 

	Monitor & Control
	Not less than 5%R

	Detection
	Not less than 10%R

	Recognition
	Not less than 50%R

	Identification
	Not less than 72%R

	Reading a Car Registration
	Saloon car not less than 50% picture height


30.3 These figures are based on 625 line CCIR standard system and assumes all equipment is correctly adjusted and operated within its design range. 

31. Camera Type 

31.1
A good quality, clear colour picture.  The camera will operate in all light and weather conditions.  It will be fitted with a zoom lens and have the ability to pan and tilt.
32.  Video DATA Recording

32.1

 Each camera will be recorded in ‘real time’ or ‘time lapse’. All equipment is required to meet minimum specification as laid down in Home Office review of July 2007. 
33. Video Copying 

There will be a facility to enable a CD or DVD to be made from any of the Recording Systems. 
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Appendix 1:  Subject Access Request Form
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The Data Protection Act 1998

Closed Circuit Television

Information Leaflet

As a company, City Centre Initiative makes use of CCTV for a number of legitimate purposes.  The CCTV system operated at this location processes and records images of individuals and vehicles, both inside and in the immediate vicinity of the location, including car parks and other common areas.

These images are recorded and retained for the purposes of the promotion of public safety, crime prevention and crime detection, the apprehension of offenders effective site management, staff training, traffic management, enforcement of contracts or agreements, product demonstration, any additional purposes as listed in DPA notification.

Personal Data recorded is only retained for 31 days before being destroyed.  Access to and disclosure of such data is restricted to the police and other agencies with a statutory duty or power to investigate matters in accordance with the purposes of the scheme.

The use of CCTV at this location is governed by a Code of Practice.  This has been written to ensure full compliance with Data Protection law and to ensure respect for the rights of individuals.  A copy of this Code of Practice can be obtained by writing to City Centre Initiative, 1 St Columbs Court t, Derry~Londonderry BT48 6DL.

If an individual believes that this CCTV system may hold images of them, and wishes to apply for access to their personal data, the enclosed Subject Access form must be completed in full and submitted together with the appropriate fee.

It should be noted that personal data is supplied to the subject on the basis that it may need to be edited in order to ensure that no data on other subjects out with the subject access requested is contained within the data supplied.  

City Centre Initiative always strives to operate CCTV in fair, lawful and equitable manner.  In the event of a complaint about our use of CCTV or in connection with a possible Data Protection non-compliance issue, a formal complaints procedure has been adopted.  Details are available by writing to the Information Commissioner, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF

Further information about the Data Protection Act and the rights of data subjects may be obtained by contacting the Office of the Information Commissioner on 01625 545 740 or by visiting their web site 
 www.informationcommissioner.gov.uk

Data Protection Act 1998 – Subject Access Form
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Data Protection Act 1998 – Subject Access Form
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Data Protection Act 1998 – Subject Access Form



















For more information on the Data Protection Act contact the office of the information Commissioner on 01625 545740 or on the web www.informationcommissioner.gov.uk 

The Office of the Information Commissioner

Wycliffe House, Water Lane

Wilmslow, Cheshire

SK9 5AF
Data Protection Act 1998 – Subject Access Form




















Appendix 2: 

Complaints Procedure

Data Protection Act 1998

Closed Circuit Televisions Systems
Complaints Procedure

City Centre Initiative operates a number of CCTV systems in and around property owned or managed by us.  These systems are installed primarily for the promotion of public safety and for the prevention and detection of crime.  The Company takes the use of CCTV very seriously and operates all systems in a professional and responsible manner.  Each system is operated and managed in accordance with a Code of Practice which ensures that the provisions of the Data Protection Act 1998 are met.  Copies of the CCTV system Code of Practice are available on request by writing to us at the address below.

Occasionally, persons subject to recordings may wish to make representations or complaints concerning either the use of the CCTV system, or about possible contravention of the Data Protection Act.  City Centre Initiative will always aim to resolve such matters in a sensible, responsible and constructive manner.  The following two-stage procedure forms part of our commitment to ensuring that these aims are met.

Stage 1 – Informal Resolution

In the first instance, any escalation of a problem concerning the use of the CCTV system, or a compliance issue surrounding Data Protection legislation, should be made in writing to the Manager at the address below.

The letter should contain your full name, address and telephone number, as well as the fullest possible description of the problem.  Be sure to include dates and times and copies of any correspondence entered into.

The Manager as a nominated representative of the Data Controller will investigate the nature of the problem or complaint and will seek to resolve the matter with you.

This process will be completed within 60 days of receipt of your letter.  Please note that we are unable to respond to verbal complaints.
Stage 2 – Formal Complaint

If following receipt of the result of the investigation carried out under the Informal Resolution process, you are still unhappy with either the operation of the system or a Data Protection issue, you can request that the matter be referred to the Data Controller.  This request must be in writing and include an additional explanation as to why you still feel dissatisfied.

A member of the board of directors of the Company, as Data Controller, will deal with the matter, and you will receive a response setting out our decision within 60 days of receipt of the complaint. 

Use of Representatives

If at any point in the procedure, you decide to use a representative to act on your behalf, you should give full details of that person in your written communication and signify to the fact that they are authorised to act for you in this matter.  Please indicate where you wish any correspondence to be sent.

Contact Address

The Manager

City Centre Initiative 

10/11 Craft Village
DERRY~LONDONDERRY

BT48 6AR
Appendix 3: 

P.S.N.I Viewing Request 

Ref No: _____________________




CCTV1

POLICE SERVICE OF NORTHERN IRELAND

FOYLE DISTRICT COMMAND UNIT

DERRY~LONDONDERRY CCTV SYSTEM

VIEWING REQUEST


Date & Time of incident: _________________________________  CCS No: __________________

Exact Location of incident: __________________________________________________________

Brief Description of Incident ________________________________________________________

Including  Any Descriptions ________________________________________________________

and Other Relevant Details: ________________________________________________________

Investigating Officer:
___________________
         ___________________
  _____________





Name


Rank & No

         Station


Authorisation: (To be signed by Duty Sergeant or above)

___________________
       __________________
________________
_____________


Name


Rank & No


Signature
        Date


RESULT

No evidence / Copy made

Master Cd/Dvd No: _____________
Cd/Dvd Ref No: __________

Running time ___________ mins ____________ secs

___________________
       __________________
________________
_____________


Name


Rank & No


Signature
        Date

Appendix 4: 
Police Ombudsman Viewing Request

Ombudsman Reference No:

POLICE OMBUDSMAN LOGO

VIEWING REQUEST: C.C.T.V. VIDEO RECORDING HARD DISK CD/DVD(S)

To:

(Addressee:  that person within the organisation who is responsible for the C.C.T.V. System)

Date and Time of Incident:

Exact Location of Incident:
Brief Summary of Incident (including any descriptions of person(s) etc and any other relevant details):

I request that









 an

Investigating Officer/Assistant Investigating Officer* from the Office of the Police Ombudsman for Northern Ireland be allowed access to view the C.C.T.V. video recording hard disks, cd/dvd(s)* which may be relevant to this investigation.

Signed:




Print Name:

Grade:




Date:

(*delete where appropriate)
OMB16 











































































Section 5


Data Controller use only





Date received	Payment method





Information sufficient	If no, date letter


To locate	Yes / No	sent requesting


	more info





ID checked out?	Address?





Documents submitted	Date returned


E.g. Passport, Driving


Licence, Photo Please


list





Search carried out by	Signed





Date	Result








Third Party Images?		Yes / No	Editing required	Yes / No





Editing company 


Details





Dates sent		Date returned





Disclosure allowed





Extent of Disclosure





Date of Disclosure





Copy of viewing?





Result of Disclosure





Disclosure Refused


Reasons








Name	Signed





Signed Data Controller	Date





Audit Check (date)	By





						





Section 4


Declaration


I, the above named person, apply for access to CCTV data I believe the Data Controller may hold on me on the CCTV system.  I warrant that I am who I say I am and understand it may be an offence to impersonate another to gain access to personal data.





Print name:				Sign:					Date:





Section 3


Locating the relevant data





CCTV systems hold many millions of individual images for relatively short periods of time.  The information leaflet provided with this form will state how long CCTV data is retained by this CCTV system before being routinely processed and destroyed.





To enable the Data Controller to locate the required information, all applicants must give a full and accurate description of the times, date and location of their likely presence on the CCTV system.





If incomplete or inaccurate information is provided, the Data Controller may be entitled to refuse the Subject Access Request.





Date (s)


Times between


Location (precise as possible)











Clothing worn





Description of anyone with you








Does the request relate to a specific incident?	Yes			No





What?














If a Vehicle involved give Reg.		Registered Number


Number and description





Make				Model				Colour





Section 1


About you





The information required in this section is required to enable the Data Controller to satisfy 


themselves as to you proper identity before releasing personal data.





Please write neatly in block letters using a black ballpoint pen.





Title (e.g. Mrs)


Surname


First name (s) 


Maiden name of former name


Sex (tick box)	Male				Female


Height (ft or metres)


Date of birth


Place of birth





Section 2


Address





Current home address


(all replies sent here)











Postal Code


Telephone number (optional)


How long at this address	Years	Months





Previous address of less than 3


Years at above address











Postal Code


Dates of Ownership or tenure		From					To








Subject Access Request Form


CCTV data


pursuant to section 7 of the Data Protection Act 1998





The Rights of Data Subjects





Data Subjects have a right to be told of whether a Data Controller of a CCTV system holds any personal data about them.  They are entitled to view that data and to ask for a copy in an intelligible format.  This right is subject to certain conditions and exceptions.





A request to access CCTV data can only be made in writing and is subject to a search fee of £10.00 in each case.  No Subject Access Request will be processed until payment has been received.





Disclosure of personal data is limited to the Data Subject or authorised legal representative.  To ensure personal data is not released to the wrong person, a Data Controller must be satisfied of the applicant’s identity.  To that end the following information and documentation is required.





A recent full face colour photograph


A document displaying the applicants home address, e.g. utility bill, bank statement


One additional piece of photo ID e.g. new style driving licence or passport (A colour photocopy will suffice in the first instance, the original document must be produced before viewing of data is permitted.)


For security reasons and to confirm identity, disclosure will take place in person at a location chosen by the Data Controller.  No copy will be supplied by post unless original photo ID was supplied with this application.





Checklist





�	Recent full-face colour photograph


�	One item of photo identification


�	One item of documentary address identification


�	The fee of £10.00


�	Sign and date form





Send to





Once fully completed, this form should be taken or sent to the Data Controller at the following address:








The Data Controller


11 The Craft Village


DERRY-LONDONDERRY


BT48 6AR























The Data Controller has 40 days in which to comply with this Subject Access Request following receipt of the completed form and the fee.

















Revised September 2008
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